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Protect your money
and yourself against
fraud.

vington Communlty Federal creals nlon.your saety and v

fraudulent ielous activity on all accounts, but we i

provention sa.you can protect yourselt. That's why we recommei
private information via phone or emall and we keep you updated on cu

ent fraud schemes.

o T How ACFCU Fights Fraud

+ We will NEVER solicit personal information from you for
non verfication purposes, including your full social
ity number or PIN.

- AGFCU has an enhanced fraud prevention system v
automated cal, text, and email options for you to receive
notifications and check on suspicious activity and
transactions.

You can Immediately text the provided command word,
he automated phone system, or speak with

2l agont
* W ask you tokeep yourcontact informtion up-to-cat
20 we can easlly reach a
man,nmeyaavesww e
AGFGU, call 7 T

ity
i 50, and yout wel-oeing s Gut number one prorty

Ensure Your Account Is Protected

Verify your account information today.

Protect your aceount by makingsure your coniac nf
ca umber, i Up 1o dat

ws us to notify you In

Porenta fraud siacions.

Follow these &

tlon In ¢

moblle app or online ban)

5y 51205 10 update and verify.your persanal

Q ‘What to Watch For

Unusual Account Acti

ity _

they don't recogniz

* W encourage all our members o regary cheok thel accoun ransacions for ati
fraudulent deposits

+ These o often returned as counterfeit after the fraudster has already withdrawn them, Leaving you
Taiparaibia for that ama

+ 1fyou find a suspicious

ansaction, Immediately notify AGFGU for potential fraud to protect yourself,

skimming -

Skimming captures mag
card from bein skimm

i info from a credit or debit card and uses i for fraudulent purposes. To help prevent your

- Don't use an ATM or credit card machi

hat looks tampered with.
+ Protect your PIN with your hand when you enter it Into an ATM or credit machine.

Phishing -

Phishing scams include “s
or organization you already knov

emails and fraudulent websites that appear as though they'r t by a person
i S8k o o VRIS o vy yout Pecha, PGS Inarmon (pastvart,
numbers, etc.). To avoid phishing:

it

- Be cautious when using the internet and responding to telephone solisitations.
- B susp all that
- Do ot click on the links in an email you

' request and asks for personal information.

+ Look for “httpss/I” to appear In front of a web ad

s when giving your debit o credit

- Be susplclous of emalls that claim o be from your financial Institution and request Information from you
+ Install a firewall and anti-spyware on your computer
- Update your browser with security patches regularly.

SMishing -

Siishing. a combination of "SHS” the technica feving an “pmsing uses et messages o promet

Individuals to provide the “SMISher” with their persanal, private i o shis

- Nev 1 totoxt messages reauesting personal, private Informaton. fsuspicous oty has been detecied on
your aceount, we will call o you can follow t uctions <o answer questions regarding your recent card
activiy.

Identity Theft -

Identity thet, the fastest-growing crime in the country, occurs when someone steals someone else’s personal, priv
information and then pretends to be that person. Minmize your risk of identity thef

- Nev

R give out personal Information over the phone/internet unless you Infiated the transact
+ Do NOT carry your social

security card in your wallet
- Make coples (front and back) of al cards and pleces of Information you carry ith you In case your wallet s stolen and
keep them in a secure location.

+ Destroy all unused preapproved credit card offers Immediately.
+ Remove mall promeryfrom your mallbox sach day and ack
%0 be out of town for an extended p:
-

%0 hold your mail until you return if you plan

- Check your FREE cf

ort annually to ensure all Information Is a

ate.

Q Other Common Scams

Cashier's Check Scam —

ctually fraudulent. It

This scam involves the distribution of cashiers checks that appear to come from ACECU, but are
check, immediately contact us before depositing it to determine whather it is

Jou recelve an unexpected ACFCU cashier's
legitimate o not

Grandparent Scam -

s fong-umning scam targes lder i by pretending t be her grandson o ganddaughter and reauesting thy
wire money to them for an emergency, providing to0 many deralls. They may say things like “please don't tell
Mom or Dad or iy nose is broken, 30 | may sound strange.

3Jury Duty Scam —

Seammers pose 3 usical offcals or ol and call peopl from 2 sponfed aw enforcement phon numbers o name o
et them know they faled to report for jury duty and owe a 1

Medicare Scam -

1 2019, the federal government replaced Medicare cards that featured snrolles’s social sscurity numbers with an T-igic
identification number instead 1o help protect seniors from identity theft. Now, scammers attempt 1o trick people into
giving them 1 - dentiication nurmber 0 they can take over thete KeniE

Sweetheart Scam —

T pically involves 2 daing i aount with fake nfomasin and protos (o a profe that s 00 goo 10 be e
Once 4 taget has been establshed, the A
Include the request for funds so he or she can tra

am usualy e

alates to the thief's unvelling of a money problem and may

1o meet you In pereon of to help a sick fee.

IRS Scam —

These scammers claim the victims owe money o the IRS and mu

y promprly o be arestd, deported o have thelr
w, warning people that a sher
The ms wil never allto demand immediat

rd numbers over the phone, or require
you to use a specific payment method for your taxes.

Tech Support Scam -

s seam can

iirougn a piising emall 2 shons cal, a pop-up ad or alooed acre
all to fx . Legitimate cusco <2ch support companies will nos
 ndhaduate

n ¢ Gevice with a phone
miate unsolcied com

Protect yourself from fraud: Contact ACFCU dirs have any questions or concerns via Sec
Meszaging in mabile or anline banking, an email to acfeu@arlingtoncu.org (ermail is not secure, sa don't
clude any private info) or by calling: 703.526.0200 xa.
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Ratss | Contact Us | ATM & Branch Locstor | Iformation & isclosu

Aecessibiey

Ficox] A Y




